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Terrorist attacks, generally long in the planning and swift yet lethal in the execution, seek to cause as much primary

and collateral damage (not to mention havoc) as possible. For the financial services industry, mitigating the risk also

requires long-range plans to enable swift (but hopefully not lethal) execution and minimal havoc. The terrorist

attacks that to date have targeted the financial services industry, such as the early 1990s bombings in London and

New York and the World Trade Center's destruction in 2001, exposed the industry's substantial short- to

medium-term vulnerability.

When assessing enterprise risk management (ERM) as a part of rating a financial services company, Standard &

Poor's Ratings Services looks for preparedness across the enterprise. We would, of course, take into account a broad

range of contingencies for each firm. Given how globalized the financial services industry now is, terrorism risk for

this sector must be managed not only across an enterprise but also across the entire industry throughout the world.

A terrorist attack can wreak serious damage at several levels to this globally interlocked industry.

In a geographically focused attack, financial services companies would experience the same physical plant and

employee losses as companies in other industries would, and they could also endure very high levels of data loss or

corruption. Resuming day-to-day commerce as soon as possible would require secure offsite data backup and

storage as well as procedures to evacuate employees and essential materials to safety and then to the backup

location.

We would also want to see the stress tests a company uses to estimate the potential impact of plausible terrorism

scenarios, how (and how frequently) they use them to assess their exposure to terrorism risk, and how they track

and manage that exposure.

This is not to imply that terrorism risk needs to be treated differently from similar catastrophic risks. Other extreme

events—including hurricanes/typhoons, earthquakes, pandemics, severe winter storms, and tsunamis—can result in

significant business disruption and should be provided for in business-continuity programs. However, the

unpredictability of the timing, nature, magnitude, and impact of a terrorist attack makes the risk much more

difficult to quantify and makes risk-management significantly more challenging.

Operational Risk Management

Operational risk management (ORM) is a major piece of ERM at financial services firms and the fundamental area

in which terrorism risk management must function. ORM is broadly defined to include all risks of doing business

other than those considered under credit, market, and insurance areas of risk management. The key components are

risk assessment and cyberterrorism.

We would expect to see two things in a business's operational risk-management plan: a sound business continuity

plan and systems and procedures in place to monitor and assess terrorism risk on an ongoing basis.

Business-continuation plans are a principal piece; they are the processes and procedures companies would be using

to limit the impact of a terrorist attack.
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First, terrorism should be clearly identified as a potential risk in a company's business-continuity plans. Concerns

covered should include crisis management, disaster recovery, and business resiliency for unexpected and severe

events. We would expect to see potential risk scenarios identified, which in terrorism would include losses from

direct physical attacks as well as attacks to a firm's computer systems and raids on its data. The impact of an attack

on employees, customers, distributors, physical facilities, communications, data processing, and information

security—as well as on records and in-process transactions—should also be considered. Finally, we would want to

see the ability to explain in detail not only the current level of terrorism risk to which they are exposed but also how

they would reduce the impact of a terrorist attack if there is one.

Some companies hold dry runs—surprise drills to help them assess the effectiveness and the ease of execution of

their plans and how their plans work with those of local governments. One such run had an insurer's employees

respond as if a surprise bomb had exploded at a street corner in the central business district very near to their

offices. In the run, they traced how the bomb, were it to have exploded, would have affected both the main office

and the alternate operations sites.

The alternate operations, it turned out, weren't sufficiently separate from the main operations, so operations would

have been severely compromised by security and traffic restrictions from the explosion, and by local communication

degradations. The company upgraded its business-continuity plan to establish more remote alternate work sites and

better alternate communications.

Risk assessment

The quality of the process a firm uses to assess and monitor its exposure to terrorism risk on a regular basis is also

scrutinized when evaluating ERM for terrorism risk. We would want to know what key quantitative and qualitative

risk indicators the company has pinpointed, whether they are monitored regularly, and how that monitoring is

done. These key indicators cover a broad range of risks, including terrorism, and incorporate inherent indicators

(e.g., the number of unauthorized attempted accesses or break-ins) and controllable indicators (e.g., number of

actual unauthorized security breaches). A composite indicator is simply a combination of inherent and controllable

and depends on the nature of the business being assessed. They could be specific to individual business units or

across the whole firm.

These measures should respond to changes in the firm and the regulatory, financial, political, physical, and

insurance environment. We would view favorably a process that systematically tracks loss data from actual firm

experience and from other businesses and regularly incorporates that data into the risk-assessment process.

Cyberterrorism

Cyberterrorism refers to attacks on an institution's information systems and assets via the Internet and all virtual

information highways. It can involve everything from asset, information, and identity theft to viral infections meant

to shut down portions of a company's information technology systems. Given the potential magnitude for disaster

from a cyberterrorist attack, institutions must invest against such possibilities through well-structured

enterprise-wide plans that are continuously tested and evaluated to assess the vulnerabilities and integrity.

Such a plan must clearly be developed and constructed at the enterprise level and executed using a bottom-up

approach through the various lines of business, ensuring that consistency is maintained with the corporate view.

In assessing an institution's ERM practices, Standard & Poor's evaluates the level of preparedness against

cyberterrorism. The evaluation looks at whether a corporate security plan is in place and if a senior executive is
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responsible and accountable for developing and assessing cyberterrorist threats to the company. We also look at

whether the institution tests its security plans and checks on what material issues are outstanding. In addition, we

ask whether the institution has a formalized response plan, what scenarios are used to test the plan's robustness and

its response function, and whether staff has been trained and educated on how to identify and be aware of such

attacks.

Internal testing against cyberterrorism is necessary, but not sufficient to establish the degree of robustness of an

institution's level of preparedness. Institutions should also, in our opinion, construct a vulnerability index by having

external third-party cybersecurity experts validate the integrity and robustness of their security systems.

Conclusion

Five years after the Sept. 11, 2001, terrorist attacks, many financial services firms have incorporated preparing for

terrorism risk into their functions. Those that have shared their plans with Standard & Poor's thus far have shown

careful thinking about the contingencies. However, the constantly evolving nature of terrorism risk requires

constant, ongoing vigilance, flexibility, and transformation.
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